ABSTRACT Recently, a novel gray image encryption scheme was proposed based on 2D Henon-Sine map (2D-HSM) and DNA approach. In the original scheme, the image pixels are substituted and diffused by the DNA approach and then permutated by a 2D-HSM key sequence. The structure of the encryption scheme is equivalent to substitution-diffusion-permutation. However, it is found that the attacker can recover the encrypted image by using the chosen plaintext attack without the secret keys. First, the equivalent key matrix used for permutation of the encryption scheme can be obtained, and the effects of diffusion can also be eliminated by the proposed method. Then, the mapping matrix between the input plaintext image and the intermediate image encrypted by the DNA approach is obtained. Both theoretical analysis and the experimental results show that the encrypted images using the original scheme can be cracked successfully. The attack complexity of our scheme is O(18), which greatly reduces the number of attacks compared with the traditional method. In addition, our approach will help to improve the security of image-encryption schemes based on permutation-diffusion-scrambling structures.
I. INTRODUCTION
With the rapid development of the Internet, digital images transmitted over the network have become an integral part of our work and life. The demand of privacy protection of digital images is increasing significantly due to the variable open network environment such as Internet of Things and Wireless Sensor Networks [1] - [6] . Digital images have the characteristics of large amount of data, high redundancy and strong spatial correlation, which determines that the traditional encryption technology is not suitable for protecting the privacy of digital images. Since Fridrich first proposed the idea of the image encryption based on chaos in 1997, the theoretical research of chaos theory in the image encryption has attracted more and more attention. The characteristics of good pseudo-randomness and sensitivity to the initial values of chaotic systems are especially suitable for digital image encryption [7] - [9] .
Many chaotic image encryption schemes have been proposed so far. In order to further improve the efficiency of The associate editor coordinating the review of this manuscript and approving it for publication was Zhaoqing Pan.
encryption, a fast chaos-based image encryption system with stream cipher structure was proposed in [10] . The encryption scheme proposed by Li et al. [11] combines the characteristics of pixel mapping and chaos theory, which improves the robustness against data loss attacks. Reference [12] introduced a simple and effective chaotic system by using the difference of the output sequences of two identical existing one-dimensional (1D) chaotic maps for image encryption. Wong et al. [13] proposed an image encryption mechanism using a simple table lookup and swapping technique as a lightweight substitution for 1D chaotic map iteration.
Although many chaotic image encryption algorithms have been proposed, the chaotic cryptography applied in image encryption is still immature. Many of the proposed encryption algorithms were broken by chosen plaintext attack (CPA) [14] - [23] , which means the attacker can arbitrarily select some plaintexts in advance, and encrypt the plaintexts using the encryption algorithm to obtain the corresponding cipher texts. Then, he or she may find out some useful information to break the cryptosystem by analyzing the relationship between plaintext and cipher text. Clearly, a cryptosystem cannot be considered as secure if it can be cracked by the attacker. Therefore, cryptanalysis works are of significance to enhance the security of the proposed image encryption schemes [24] .
In this paper, a novel chaotic image encryption scheme based on 2D Henon-Sine map (2D-HSM) and DNA approach [25] is cryptanalyzed. First, the permutation is cracked by the proposed CPA. Then, the diffusion mode is recovered by controlling the residual value of the total pixels in the plaintext image. In addition, since the original encryption scheme maps the plaintext pixels one by one to the encrypted pixels using DNA transformation, the mapping matrix can be obtained directly. The effectiveness of the proposed attack has been verified by both theoretical analysis and experimental results.
The rest of this paper is organized as follows. Section II reviews the related works, including the cryptanalysis works and the DNA-related chaotic image encryption schemes. Section III briefly shows the process and properties of the image encryption scheme in [25] . Detailed cryptanalysis of the original scheme is presented in Section IV. The conclusion and discussion are given in Section V.
II. RELATED WORKS A. CRYPTANALYSIS WORKS
Cryptanalysis aims to find out secure weakness of existing cryptosystems and crack it, so that the security of the cryptosystems can be improved. Many cryptanalysis works have been proposed so far.
CPA is widely used in cryptanalysis. For example, after a novel secure cryptosystem based on logical mapping transformation for direct encryption of color image was proposed in [15] , [16] proved that the cryptosystem was insecure against CPA. Similarly, Li et al. used CPA to obtain the repetition patterns of a chaotic image encryption scheme by the first-order time-delay system, and then crack the original cryptosystem successfully [17] . Researchers of [18] proposed attack and improvements of chaotic image encryption using two-round permutation and diffusion.
Many encryption schemes based on chaos theory are cryptanalyzed. An image encryption algorithm using chaotic mapping and information entropy technology proposed in [19] was attacked by [20] . Reference [21] proposed a cryptanalysis of a color image encryption scheme combining the principles of hybrid hyper-chaotic system and cellular automata. In [22] , the researchers proposed a cryptanalysis of the Fridrich chaotic image encryption scheme. In addition, certain properties of chaotic maps can also facilitate cryptanalysis. For instance, [23] presents a typical example to illustrate the insecurity of image encryption schemes using chaotic logic mapping. Therefore, cryptanalysis can be regarded as a criterion to evaluate the security of new cryptosystems.
B. DNA-RELATED CHAOTIC IMAGE ENCRYPTION SCHEMES
In order to further improve the security of image encryption algorithms, researchers have combined DNA technology with chaotic mapping in the design of image encryption schemes. Due to the high parallelism, large-capacity storage and low power consumption of the DNA technology, an increasing number of DNA-based image encryption schemes have been proposed by researchers. For example, Chai et al. proposed image cryptosystems by combining DNA sequence operation and chaotic system in [26] , [27] . Zhen et al. [28] proposed an efficient image encryption algorithm by using chaotic function, DNA and genetic algorithm. In [29] , a novel image encryption scheme using DNA addition and chaotic mapping is proposed. Wei et al. [30] proposed a novel color image encryption algorithm using DNA sequence operation and hyper-chaotic system. Wu et al. proposed a two-dimensional henon-sine map with better ergodicity and pseudo randomness in [25] . The authors of [25] defined rules for DNA encoding and DNA XOR operations, respectively. These operations applied in image encryption can greatly improve the efficiency of permutation and diffusion.
III. PROCESS AND PROPERTIES OF THE ORIGINAL IMAGE ENCRYPTION SCHEME A. PROCESS OF THE ORIGINAL SCHEME
The flow chart of the original encryption scheme [25] is shown in Fig. 1 . In the input port of encryption scheme, a gray plaintext image with size of 256 × 256 is input. Correspondingly, in the output port of encryption scheme, a gray ciphertext image with size of 256 × 256 is output. The encryption scheme includes the stages of key-stream generation, substitution, diffusion and permutation processing. Firstly, 2D-HSM is used to generate the chaotic sequences. Secondly, the DNA approach is a complicated substitute mechanism in encrypting plaintext images. Thirdly, the diffusion principle is implemented by using an iterative XOR operation. Finally, the encrypted image is obtained by permutation.
1) GENERATE CHAOTIC KEY-STREAMS
The map named 2D-HSM is defined by the following equation,
(1) VOLUME 7, 2019 where the parameters of a and b are both expanded to (−∞, +∞). The redundant elements in sequence S are removed to obtain permutation matrix L which is not repeated and contains all of the data from 1 to 65536.
2) COMPLETE SUBSTITUTION BY DNA ENCRYPTION MECHANISM
Key sequence R and plaintext image matrix P are encoded according to the encoding rules selected by R Z and R Y respectively, which are defined as
The encoding rule in Eq.(3) is shown in Table 1 in [25] . After the XOR operation of DNA_P and DNA_R depended on Table 2 in [25] , the decoding rule selected by R X is used for decoding. Using Eq.(4), we get the decoded sequence New_P.
3) DIFFUSION New_P and temp are used to create a new New_P by the operation of iterative XOR, which is defined as
4) PERMUTATION
Finally, we can use matrix New_P to generate the cipher image C by permutation matrix L, which is defined as
B. PROPERTIES OF THE DNA ENCRYPTION MECHANISM
The original encryption scheme [25] has the following characteristics, which are of critical importance to our cryptanalysis.
Property 1:
For the pixel pi at position i of image matrix P, the corresponding decoded New_P(i) changes with pi.
Proof: Since the key remains unchanged, the key sequences R, R X , R Y and R Z generated by the key remain unchanged. In other words, the DNA sequence DNA_R, the encoding rule R Y , the decoding rule R Z and the permutation matrix L remain unchanged.
In position i, importing different data pi, the generated
Since pi is variable, the DNA sequence DNA_P (i), the DNA sequence New_P (i) and the value of decoded New_P (i) also change with pi.
Property 2: Suppose out 0 and out 1 represent the outputs of 0 and 1 through the mechanism of DNA-based encryption transformation respectively, out 0 ⊕ out 1 = 3.
Proof: The values of out 0 and out 1 are calculated by
The DNA encoding sequences of 0 and 1 are shown in Eq. (9) .
There are 4 and 8 possible forms of DNA sequences encoded by 0 and 1 respectively. Furthermore, the DNA sequence DNA_R (i) of DNA_R at position i has 256 possibilities.
The XOR value of out 0 and out 1 is calculated by
The essence of Eq.(11) is
Similarly, there are also 8 possible DNA sequences for the computational forms of the XOR value of out 0 and out 1 .
According to the decoding rules of Table 1 in [25] , any decoding rule in the table satisfies the Eq. (13) .
Therefore,
In other words, the XOR value of out 0 and out 1 of any of the forms in Eq.(12) is equal to 1 or 2.
Property 3: In the case where the temp of the plaintext image is controlled to be 0, the diffusion mechanism satisfies the distribution law and the combination law for the XOR operation of the matrix.
Proof: Suppose A 0 and A 1 are cipher text matrices of P 0 and P 1 after DNA encryption, respectively. Both temp 0 and temp 1 are equal to 0.
The schematic matrix obtained by diffusing A 0 and A1 is shown in equation (16) .
The XOR matrix of A 0 and A 1 is
The specific certification process is shown in Eq.(18).
Therefore, the combination law is equipped. And vice versa. The distribution law is also equipped.
IV. CRYPTANALYSIS
For the convenience of the following work, we simplify the encryption system into three parts (substitution, diffusion and permutation), as shown in Fig. 2 . Fig. 2 can also be expressed as
In order to break the original image encryption scheme [25] without the key, the attacker needs to obtain the mapping matrix M of the substitution, the solution of diffusion, the permutation matrix L, and the temp (related to the plaintext image). For encrypted images with the size of 256 × 256, our proposed attack method requires 18 attacks. The specific flowchart of the proposed attack is shown in Fig. 3 .
As shown in Fig. 3 , it contains the following three parts.
Step 1: The permutation matrix L can be obtained by attacks 1-17.
Step 2: After the diffusion is solved, the mapping matrix M can be obtained by attack 1 and attack 18.
Step 3: Cipher image C can be recovered to plain image I by the matrix M, L and the solution to solve the diffusion problem. 
A. CRACKING THE PERMUTATION MATRIX L
In this stage, we mainly discuss the content of image encryption after diffusion. If we use the permutation matrix L to permute the special matrix we constructed, we will also clearly deduce the permutation matrix L.
According to Property 2, the XOR value of output data will be 1 or 2 when the input data of any position is changed from 0 to 1. So, the values 0 and 3 in the XOR matrix of the two cipher images are obtained by diffusion mechanism in encryption mechanism, as shown below
At any position of the XOR cipher matrix, the output data 0 indicates that the output data of the two cipher matrices are equal. The values 1 and 2 indicate that the output data of the two cipher matrices are different. The value 3 also means that the data of the two cipher matrices are equal, because the value of this position has changed twice. Therefore, the value 0 and the value 3 in the XOR matrix of the two cipher images can be regarded as one type.
According to Property 3, we can get the following equation
Fig . 4 shows the scheme for narrowing the mapping range of the permutation matrix and the generation process of values 0 and 3. As shown in Fig. 4 , the size of example matrix is 1 × 8. Matrix P 0 is an all-zero matrix. The matrix P 1 intermediate position data is 1. In order to control temp equal to 0, the tail data is adjusted to 255. Similarly, the composition of the matrix P 2 is shown in the Fig. 4 .
Looking at the matrix B 1 , the data of the position of the tail of the permutation matrix can be determined, and the mapping range of permutation matrix can be reduced by half. Comparing the matrices B 0 and B 1 can further narrow the mapping range of permutation matrix to 2 to 2. Similarly, the mapping range of the 256 × 256 permutation matrix can be reduced to 2 to 2.
Note that the iteration XOR operation in the original encryption system [25] completes the diffusion process, but this will have the following characteristics: the first input is an all-zero matrix I 0 , and the cipher matrix C 0 is obtained; the matrix input the second time is that the data in the middle position becomes 1, the tail position data becomes 255, and the data in other positions is 0. The cipher matrix C 1 is obtained by the matrix I 1 using the cryptosystem.
The composition of matrix I 0 and matrix I 1 is shown as
We can get a matrix C 1 _xor after XOR operation of C 0 and C 1 .
Half of the numbers in matrix C 1 _xor have a value of 0. In other words, these positions are the data of the first half of the permutation matrix L. In addition, a value greater than 3 can be found in matrix C 1 _xor. Therefore, the data value of the position of the tail of the permutation matrix L is determined. So, we can determine the range of the first half of the permutation matrix L, the range of the mapping of the second half, and the data value of the tail position.
In order to continue to narrow the scope of the permutation matrix L mapping, we need to create a special matrix.
The way to construct sequences is shown as
In order to control the temp that related to the input matrix equal to 0, we need to modify the values at the end of the matrix to meet our requirements.
Then the 16 matrices are looped into the encryption system and 16 cipher images are obtained.
The 16 cipher matrices and the cipher matrix C 0 are respectively to perform XOR operation, and finally the contrast matrix C n _xor after XOR is obtained.
The detailed process of obtaining the permutation matrix L is divided into the following 3 steps.
1) DETERMINE THE VALUE OF MATRIX
Since the data of the position of the tail of the matrix I 1 is modified to 255, after DNA encryption and diffusion, it generates a value in the range 253-254 in the matrix C 1 _xor. Therefore, the position of the matrix C 1 _xor whose value is greater than 2 is the value of the tail of the permutation matrix L.
The positions of the values 1 and 2 in the matrix L are recorded in the matrix zero, and the positions of 0 and 3 in the matrix L are recorded in the matrix one.
When n in Eq.(30) is equal to 1, the first reduced scope matrix Z is obtained, as shown
(31)
2) THE MAPPING RANGE OF PERMUTATION MATRIX L IS ACCURATE TO 2 TO 2
The idea of this step is to combine the reduced mapping range matrix range obtained previously, and continue to subdivide the mapping range matrix range into two more precise ranges using Eq. (30) . When traversing the matrix range, if range(i) is found in the matrix zero, store this location in a new matrix b1; otherwise, store the location in a new matrix b2. By analogy, we narrow the scope to 2 to 2.
The detailed algorithm flow can be found in Algorithm 1. By using Algorithm 1, we can obtain a permutation matrix L whose range is reduced to 2 to 2.
Algorithm 1 Get Permutation Matrix Whose Range is

3) GET THE COMPLETE PERMUTATION MATRIX L
The permutation matrix L can be obtained by comparing matrix Z 1 with matrix one and zero. The schematic diagram is shown in Fig. 5 .
In Fig. 5 (a) , the element of the form ''1'' is a determinable mapping position, and the element of the form ''2/3'' means that the mapping position of the location may be ''2'' or ''3''. In Fig. 5 (b) , the position data mapped by the blue background element is recorded in the matrix zero, and the remaining positions are recorded in the matrix one. In Fig. 5 (c) , the blue background element is used to mark one type of element and its location, and the green background element is used to mark another type of element and its position.
As shown in Fig. 5(a) , if the second element of array is found in the matrix one, then it is recorded to L (2) , and the third element is recorded to L (3); otherwise, the second element is recorded to L (3), and the third element is recorded to L (2) . Similarly, a complete and accurate permutation matrix L can be obtained by such a method.
The detailed algorithm flow can be found in Algorithm 2. 
B. SOLVING THE DIFFUSION MECHANISM IN ENCRYPTION SYSTEM
In view of the XOR diffusion mechanism in the original encryption system [25] , we take the opposite approach to solve the problem. Fig. 6 shows a solution to resolve the diffusion.
In the recovery process of matrix A in Fig. 6 (c) , the value of B 1 is assigned to A 1 ; A 2 can be obtained by A 1 and B 2 . Similarly, we can get the recovered matrix A. If the temp in plaintext image is not equal to 0, A 1 in Fig. 6 (c) is not equal to A 1 in Fig. 6 (a) , but the data in the back position is correct. Conversely, if the temp is controlled to 0, the matrix A we recovered is completely correct.
Therefore, the coding implementation is summarized as
where B represents the matrix after diffusion. A is the recovered matrix before diffusion.
C. OBTAINING MAPPING MATRIX M FOR DNA TRANSMATION ENCRYPTION
In this section, we need to obtain the mapping matrix M. First, the input matrix J is created. The encrypted matrix is obtained successively, as shown below
The inverse process of permutation is expressed as
where the matrix C represents the cipher matrix, L represents the permuted matrix already obtained, and B represents the matrix obtained after the inverted permuted. Then, the inverse diffusion matrix A i is obtained by using Eq.(32), and the matrix A i is stored in the mapping matrix M.
After our research, the number of attacks in this stage can be reduced to 2, namely attack 1 and attack 18.
This section uses matrices J 0 and J 85 as input matrices to obtain the mapping matrix M. Because the binary of 0 is the same in in odd and even positions, and the binary of 85 is opposite in odd and even positions.
The images of J 0 and J 85 are shown in Fig. 7 . The detailed process of obtaining the mapping matrix M is divided into the following 5 steps.
1) YIELDING MATRICES A 0 AND A 85
Input matrices J 0 and J 85 to obtain the encrypted matrices C 0 and C 85 , and use Eq.(32) and (34) to obtain the error-free matrix A 0 and A 85 .
2) OBTAINING MATRICES A 1 , A 4 , A 16 AND A 64
The numerical value J i (j) at the position j of the input matrix J i is transformed into A i (j) by DNA approach encryption transformation, and its formula is expressed as
We can get A 1 (j) from the following Fig. 8 . From Fig. 8 (a) , J 1 (j) can be obtained by splicing the high 6 bits of J 0 (j) and the low 2 bits of J 85 (j). Similarly, Fig. 8 (b) has the same properties as Fig. 8 (a) . The DNA-encrypted data A 1 (j) can also be obtained by splicing high 6 bits of A 0 (j) and low 2 bits of matrix A 85 (j). Therefore, matrix A 1 can be obtained.
Similarly, if spliced in another location, Matrices A 4 , A 16 and A 64 can also be obtained.
3) GETTING MATRICES A 2 , A 8 , A 32 AND A 128
We can get A 2 (j) from the following Fig. 9 . As shown in Fig. 9 , the input matrices J 1 and J 2 have the following properties: the lower 2 bits of J 2 (j) binary can be obtained by inverting the lower 2 bits of J 1 (j) binary. Eq.(36) shows that if the input matrix J i has such a property, the output matrix A i after DNA transformation will also have the same property. In other words, the lower 2 bits of A 2 (j) binary can be obtained by the lower 2 bits of A 1 (j) binary. Therefore, matrix A 2 can be obtained by matrix A 1 .
Similarly, matrices A 8 , A 32 and A 128 can also be obtained by the above method.
4) OBTAINING DATA OF 81 MATRICES IN THE MAPPING MATRIX M
Combined with the properties of 2) and 3), 81 output matrices can be obtained by substitution and inverse method. The number of possible components is shown in Fig. 10 . 
5) OBTAINING THE REMAINING 175 MATRICES IN THE MAPPING MATRIX M
As shown in the Fig. 11 , we control the binary high 6 bits of J 0 (j), J 1 (j) and J 2 (j) unchanged, and their low 2 bits are 00, 01 and 10, respectively. Satisfying J 3 (j) = J 0 (j)⊕J 1 (j)⊕J 2 (j), matrix J 3 can be obtained by matrix J 0 , J 1 and matrix J 2 . Therefore, A 3 (j) = A 0 (j)⊕A 1 (j)⊕A 2 (j), the output matrix A 3 of J 3 through DNA transformation can be obtained by matrix A 0 , A 1 and matrix A 2 . Similarly, there are 64 possible combinations at the high 6 bits of the binary. If the data of the other 6 locations are controlled unchanged, the unknown data matrix can be deduced. There are 256 possibilities, and they can be deduced from each other, using the 81 matrices we have obtained.
Then 175 unknown matrices can be deduced in an orderly manner.
Finally, through the above work, we get the complete mapping matrix M.
D. GETTING RECOVERED IMAGE
1)
Using the permutation matrix L obtained in the first stage, the cipher matrix C is inversely permuted by Eq.(34) to get the pre-permutation matrix B.
2) Then the matrix A of before diffusion is obtained by using the solution of XOR diffusion process.
The first value in matrix A obtained is incorrect, but its impact on recovery is too small to be considered.
3) Finally, using matrix A and mapping matrix M, the restored plain image I is obtained.
According to property 1, the input data in matrix I and output data in matrix A of any position are one-to-one mapping. Therefore, we can traverse the value of A(j) in the j column of the mapping matrix M, and subtract 1 from the corresponding position value is the input data, and That's the numerical value I (j). Similarly, we can recover plaintext image I.
The specific recovery effect diagram is shown in Fig. 12 . Take the image cameraman in Fig. 12 as an example. Fig. 12 (a1) is the plain image; Fig. 12 (a2) is the corresponding encrypted image; Fig. 12 (a3) is the reverse permuted image obtained from (a2) using the solved matrix L; Fig. 12 (a4) is the image before diffusion obtained by recovering (a3) using anti-diffusion scheme; Fig. 12 (a5) is the recovered image obtained by replacing each pixel value in (a4) by using the mapping matrix M; Fig. 12 (a6) is the XOR result between the plaintext image (a1) and the recovered image (a5), showing that the two images are almost identical. Figs. 12 (b1)-(b6) and Figs. 12 (c1)-(c6) show the same results as Figs. 12 (a1)-(a6) .
The cryptanalysis method proposed in this paper recovers the cipher image successfully and has a good recovery effect. Compared with the plaintext image, there is almost no difference visually. Table 1 shows the recovery effects of different images using objective criteria. For an image with a size of 256 × 256, the number of attacks is 18. If the image size is expanded to 512 × 512, the number of attacks required is only 20 times. In addition, tests on large-scale image datasets have shown that ciphertext of other size images can also be effectively restored to plaintext images. In addition, the PSNR values of the recovered images are very high.
V. CONCLUSION AND DISCUSSION
This paper first cracked a DNA-based grayscale image encryption scheme that uses 2D-Henon Sine map to generate chaotic sequence. The original encryption scheme proposed in [25] is based on substitution-diffusion-permutation structure. First, the permutation operation is broken, and the encrypted image would be recovered to the diffused state. Then, the XOR operations and substitution operations are cracked, and the encrypted image is recovered. The experimental results show that the cryptanalysis method is effective. The following suggestions may be useful to improve the security of the original encryption scheme and increase the capability to resist malicious attacks: 1) In the encryption scheme, a single diffusion mechanism can be replaced, and multiple diffusion mechanisms are adopted to improve the security of the scheme. 2) The author should redefine encoding and decoding rules of DNA sequence and the XOR operation of DNA sequence in the encryption scheme. 
